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1. Introduction

This Plan is the single source for all of the information that describes Procreation’s ability to survive
a disaster including the processes that must be followed to accomplish disaster recovery.

Distribution List

Copy Number Name Location
001 Digital PDF Tresorit
002 Smart Policy Cybersmart Active Connect App
003 Printed Copy At Matt Francis home address

If you have any suggested changes to this plan, please notify:
Matt Francis, CEO

matt@procreation.tv

07970 563101

Documents you may need during business recovery

Document Title

Team Member contact details

Key Customer contact details

Key partner contact details

2. Aim and Objectives
To prepare Procreation UK Limited to cope with the effects of an emergency.

The objectives of this plan are:
To define and prioritise the Critical Functions of the business

To analyse the emergency risks to the business
To detail the recovery time objective (RTO) and recovery point objective (RPO) agreed

in response to an emergency.
To identify Key Contacts during an emergency
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3. Business Impact Analysis

Virtual Events Platform (Cloud systems):

A cloud system disaster or incident is classified as anything that interrupts the service to the user
affecting access to a virtual events platform for more than 10 minutes. The following are the steps
associated with bringing a virtual events platform back online in the event of a cloud-based
disaster.

Cloud System ImmersivePro / VirtualPro
Server Name AWS A
Back-up Server Name (live) AWS B
Recovery Time Objective 2hrs
Recovery Point Objective 6hrs
Data back-up frequency 6hrs
Procedure:
Step Action Responsibility
1 Notification via text to team members within 10 GP, MF

minutes of an incident

2 Check primary server for faults GP, MF

3 Restore primary server within 30 minutes (if possible) | GP, MF

4 Activate switch to back-up server GP, MF

5 Check all application functionality and data is up to GP, MF
date

6 Switch back to primary server when all errors are GP, MF

resolved (or remain on secondary server, with primary
as failover, whichever is deemed to cause the least
disruption)
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Critical Function Analysis:

Critical Function 1

Failure with cloud services & virtual events platform services.

Effect on Service:

Time

Effect on Service:

First 2 hours

Full or partially limited services would continue.

First 8 hours

Full services restored.

24 - 48 hours

Full services continue.

Consequences to
business

Reputational loss from being unable to meet complete obligations.

Resource Requirements for Recovery:

authorised laptop.

Time No. of Relocation? | Resources required | Data required
staff
First 2 hours |1 No Internet access, Administrator server and
authorised laptop. platform logins to retrieve
logs and update anything
manually that hasn’t been
completed by the
automated back-up.
First 8 hours |1 No Internet access, Administrator server and
authorised laptop. | platform logins.
24 — 48 hours |2 No Internet access, Administrator server and

platform logins.
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Critical Function 2

Production Studio fire during a live broadcast.

Effect on Service:

Time

Effect on Service:

First 2 hours

All services switch across to cloud platform and continue on cloud based
solution.

First 8 hours

Full services restored.

24 - 48 hours Full services continue.
Consequences | Reputational loss from being unable to meet complete obligations.
to business Financial loss due to equipment and building damage.

Resource Requirements for Recovery:

authorised laptop &
new production
studio.

Time No. Relocation? Resources required | Data required
of staff

First 2 hours 2 Yes Internet access, Administrator server and
authorised laptop platform logins to retrieve
or PC. Resource in | logs and update anything
place offsite to manually that hasn’t been
manage any such | completed by the
situation. automated back-up.

First 8 hours 1 Yes Internet access, Administrator server and
authorised laptop & | platform logins.
new production
studio.

24 - 48 hours |2 Yes Internet access, Administrator server and

platform logins.
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Critical Function 3

Internet failure on up to two network providers.

Effect on Service:

Time

Effect on Service:

First 2 hours

None

First 8 hours

Full services restored.

24 - 48 hours Full services continue.
Consequences None
to business

Resource Requirements for Recovery:

authorised laptop.

Time No. Relocation? Resources required | Data required
of staff
First 2 hours 1 No Internet access, Administrator server and
authorised laptop. | platform logins.
First 8 hours 1 No Internet access, Administrator server and
authorised laptop. | platform logins.
24 - 48 hours |1 No Internet access, Administrator server and

platform logins.
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4. Hazard Analysis Table

Risk Matrix Score

A = HIGH Likelihood and HIGH Impact
B = LOW Likelihood and HIGH Impact
C = HIGH Likelihood and LOW Impact
D = LOW Likelihood and LOW Impact

Hazard L'hood (L, | Impact Mitigation Potential Risk Matrix
H) (L,H) in place Mitigation Score

Flooding L L 2" floor of No wires and D
building cables on the floor

IT Failure L L Cloud: D
Platform and data
hosted on highly
redundant AWS
cloud services:
https://aws.amazo
n.com/compliance/
data-center/data-
centers/

Secondary mirrored
platform and
database hosted on
separate virtual
AWS server, with
data back-ups every
6hrs

At Procreation
premises:

Multiple internet
connections with
each studio.

Always run live
hardware back-up
devices in case of

failure
Loss of L L AWS data centres: D
electricity https://aws.amazo

n.com/compliance/
data-center/data-
centers/

At Procreation
premises:
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Multiple UPS
(uninterruptable
power supply) used
across all mains

supplied Back-up generator
equipment. Use on standby in case
laptops instead of | power does not
desktops. return.

Fire L L Smoke alarms Basic fire training |D
Kitchen safety (where

extinguishers are

No smoking in etc)
building

Paperless office.

5. Critical Function Priority List

Priority Critical Function

1 Deliver services

2 Retain communications to servers/activate failover
3 Manage staff roles and responsibilities

4

5

6

7
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6. Emergency Response Checklist

Start a log of actions taken:

Liaise with Emergency Services:

Identify any damage:

Identify functions disrupted:

Convene your Response / Recovery Team:

Provide information to staff:

Decide on course of action:

Communicate decisions to staff and business partners:

Provide public information to maintain reputation and business:

Arrange a Debrief:

Review Business Continuity & Disaster Recovery Plan:
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7. Operations Team

The Operations Team will be responsible for ensuring that all services and organization
applications operate as required to meet business objectives in the event of and during a
disaster. They will be responsible for ensuring and validating appropriate application
performance.

ROLES & RESPONSIBILITIES

« In the event of a disaster the team will determine which services or applications are not
functioning correctly
» Recovery will include the following tasks:
o Assess the impact to services and virtual platforms applications
o Switch to failover servers as required
o Restart applications as required
o Patch, recode or rewrite applications as required
- Ensure that secondary failover servers update in line with primary virtual platforms
- Install and implement any tools, software and patches required on failover servers
- Install and implement any tools, software and patches required on primary servers
- After all services are restored 100%, the team will provide a report summarizing their
activities during the disaster

Contact Office Number Mobile Number Useful information
Matt Francis 020 8977 5361 07970 563 101 Managing Director
Graham Potter 020 8977 5361 07855255 316 Lead Developer
Caroline Campbell [ 0208977 5361 07710 783673 Senior Producer
Paul Gilley 01932 770 0125 07973 838726 Studios Landlord
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Testing
Procreation is committed to ensuring that this plan is functional. The plan should be tested regularly
in order to ensure that it is still effective. Testing the plan will be carried out as follows:

1) Failover Testing: Servers and applications are brought online in an isolated
environment. There’s no impact to existing operations or uptime. Systems
administrators ensure that all cloud systems come up cleanly. The Operational Team
validate that all applications perform as expected.

2) Live-Failover Testing: A live-failover test activates the total plan. The test will
disrupt normal operations, and therefore should be conducted before platform
launch or during appropriate scheduled time frames. Communicate all expected
disruptions well in advance of performing this test.

Any issues in the plan that are discovered during the above phases will be addressed by the
Operations Team and adjustments made to resolve those issues.
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8. Log Sheet

Date Time Information / Decisions / Actions Initials

06.03.24 | 1000hrs Cloud systems failover check with demo | MF
platform successful

04.03.25 | 1100hrs Cloud systems failover check with demo | MF
platform successful

05.03.26 | 1100hrs Cloud systems failover check with demo | MF
platform successful
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